Deployment Guide
HEEERERN

HEEEEEREN . . .
EEEEERE Deploying Microsoft SharePoint Portal Server

EEEEERD and F5’s FirePass Controller



Introducing the FirePass and SharePoint Portal
Server configuration

Welcome to the FirePass SharePoint Deployment Guide. This guide shows
you how to configure F5' s FirePass controller for secure remote access to
Microsoft® SharePoint® Portal Server deployments. Microsoft SharePoint
Portal Server enables enterprisesto develop an intelligent portal that
seamlessly connects users, teams, and knowledge so that people can take
advantage of relevant information across business processes to help them
work more efficiently.

F5's FirePass® controller isthe industry leading SSL VPN solution that
enables organi zations of any size to provide ubiquitous secure access for
employees, partners and customers to applications such as Microsoft
SharePoint Portal Server, while significantly lowering support costs
associated with legacy client-based VPN solutions.

For more information on the Microsoft SharePoint Portal Server, see
http://www.micr osoft.com/office/shar epoint/prodinfo/default.mspx.

For more information on the FirePass controller, see
http://www.f5.com/f5products/products/FirePasy.

Prerequisites and configuration notes

The following are prerequisites for this deployment:
¢ The FirePass controller should be running version 5.4.2 or later.

+ This deployment was tested using Microsoft SharePoint Portal Server
2003, load balanced by a BIG-IP system.
For information on how to deploy the BIG-IP system with SharePoint
Portal Server, see
http://lwww.f5.com/solutions/deployment/shar epoint_dg.html

+ All of the configuration procedures in this document are performed on
the FirePass device. For information on how to configure the SharePoint
Portal Server, consult the appropriate Microsoft documentation.

+ This configuration uses previously defined Active Directory groups to
provide authentication and simple user maintenance. For information on
how to configure Active Directory groups, consult the proper
documentation.

+ Briefly review the basic configuration tasks and the few pieces of
information, such as | P addresses, that you should gather in preparation
for completing this configuration.
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+ This Deployment Guide is written to the scenario outlined in the
following section. It is meant as a template; modify the configuration as
necessary for your deployment.

@ Note

This document iswritten with the assumption that you are familiar with both
the FirePass controller and Microsoft SharePoint. For more detailed
information on these products, consult the appropriate documentation.

Configuration scenario

For the scenario used in this Deployment Guide, the Microsoft SharePoint
deployment, along with an Active Directory instance, resides behind a
BIG-IP system. There is arequirement to allow employees remote access to
al internal resources using the FirePass device. Thereis aso arequirement
for trusted partners to access the SharePoint deployment, although only to a
limited subset of the portal, with no other access.

This Deployment Guide describes how to configure the FirePass controller
to alow secure remote access to the SharePoint device(s), using Active
Directory for authentication and how to configure the FirePass to give one
group of usersfull access, and restrict users in the partner group to a certain
directory. In our deployment, the FirePass device and the SharePoint
deployment use acommon Active Directory Domain Controller. Thisguide
also contains procedures on configuring some endpoint security features,
including antivirus checks.

Figure 1.1 shows alogical representation of this configuration.
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Search Servers Server(s) (Configuration Domain
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Figure 1.1 FirePass SharePoint logical configuration

Configuring the FirePass controller for deployment
with SharePoint Portal Server

To configure the FirePass controller for allowing secure remote accessto the
SharePoint deployment, you need to complete the following procedures:

» Connecting to the FirePass controller

» Creating groups on the FirePass controller
» Limiting access for the Partner group

» Configuring auto-logon

» Configuring Endpoint security
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Connecting to the FirePass controller

To perform the proceduresin this Deployment Guide you must have
administrative access to the FirePass controller.

To access the Administrative console, in a browser, type the URL of the
FirePass controller followed by /admin/, and log in with the administrator’s
user name and password.

Once you are logged on as an administrator, the Device Management screen
of the Configuration utility opens. From here, you can configure and
monitor the FirePass controller.

Creating groups on the FirePass controller

In this configuration, we configure two types of groups on the FirePass
controller, Resource and Master groups. Master groups contain user
information, including details about authentication methods. Resource
groups contain information about applications (resources) that are available
to FirePass controller users.

Creating the Resource groups

Resource groups allow you to preconfigure specific applications and access
by group, and assign the group to a master group or an individual user. For
this configuration, we create two resource groups, one for employees and
one for partners, in order to create different Favorite links to the SharePoint
deployment.

To configure a resource group

1. From the navigation pane, click Users, expand Groups, and then
click Resour ce Groups.

2. Click the Create new group button.
The Group Management - Create New Group screen opens.

3. Inthe New group name box, type a name for your group and click
the Create button. In our example we type Employees SP. The
new group appears on the Resource Groups table.

4. From the Resource Groups table, find the row with the name of the
group you just created. In this row, from the Portal access column,
click Edit (see Figure 1.2). The Web Applications section of the
Resource Group page opens.
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Users : Groups : Resource Groups

Resource groups

Group Mame Network access Portal access Application access Raoi
Default_resource Edit Edit Edit
DemocenterUsers Edit Edit Edit

Employee_SP Edit Edit

Figure 1.2 The Resource groups table

5. Under Web Application Favorites, click Add New Favorite. The
Favorite options display.

6. Typeanamefor the Favorite. In our example, we type SharePoint -
Employee Access. This Favorite link only displays for members of
the Employee group.

7. Inthe URL box, type the URL used to access the SharePoint
deployment. If you are using a BIG-1P system in front of the
SharePoint deployment, this URL should point to the SharePoint

virtual server address. In our example, we type
http://shar epoint.company.com/default.aspx.

8. Configure the rest of the settings as applicable to your deployment.

9. Click the Add New button. The new Favorite is added to the list.
(see Figurel.3)



http://sharepoint.company.com/default.aspx
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| Users : Groups : Resource Groups

Resource Group: IEmpIDyee_SP ;I Back to group list ==

Web Applications ‘Windows Files UM Files

| Web Application Favorites |

£ Add Mew Favorite (=]
Type: IFavor'rte vl
Hame: IEF‘u:uirrt - Employes Access
Web Application Type: |Generic LI
Urk Ir'rt'tp:ﬁsharepnint.company.u:nm!defaurt.aspx

Url variables: I

Post url variables: -

Enforce user-agent: |

Open in new window: -

Endpoint protection required: I vI

Al My
Default:an Default "'I Update |

Figure 1.3 Adding a Web Application Favorite to the Employee group

10. Repeat this procedure for the Partner resource group, typing
appropriate names for the group and the Favorite. In step 7, type the
path to the appropriate section of the SharePoint deployment that
Partners are entitled to access.

For example, the employee Favorite might point to

http://shar epoint.company.com/default.aspx, while the partner
Favorite would point to

http://shar epoint.company.com/sites/par tner s/default.aspx

Creating the Master groups

FirePass controller master groups are composed of users, authentication
methods, and security and policy information. The next task isto create
Master groups that will use the resource groups we just created.

To create a new Master Group

1. From the navigation pane, click Users, and expand Groups.
The Master Groups list screen opens.

2. Click the Create new group button.
The Group Management Create New Group screen opens.
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In the New group name box, type the name of your group. In our
example we type SharepointAD.

Inthe Usersin group box, select External.

5. From the Authentication method list, select Active Directory.

[] user Management
[] Announce
Endpoint Security
[] Groups
[ Master Groups
[] Resource Groups
[ Dynamic Group Mapping

[ Impersonate User
[ user Name

In the Copy settings from list, make sure Do not copy is selected
(see Figure 1.4).

Click the Create button.
The General tab of the new Master Group displays.

Users : Groups : Master Groups

Group Management

Create New Group

Mew group narme: |SharepnintF\D

Users in group: Im

Authentication method: |.C\ctive Directary =]
Copy settings from IDCI nok copy ;I

Cancel | Create |

Figure 1.4 Creating a new Master Group

8.

10.

Click the Resource Groups tab.
The Resource Groups screen opens.

From the Available box, select the name of the Resource group you
created in the Creating the Resource groups section. In our
example, we select Employees SP.

Click the Add button to move the group to the Selected box, and
click the Update button. The Resource group is now associated with
the Master group.

Configuring the Master group for Active Directory authentication

The next step isto configure the Master group to use Active Directory
authentication.

To configure the FirePass Master group to use Active
Directory authentication

1.

From the navigation pane, click Users, expand Groups, and then
click Master Groups.

Click the name of the Master group you created in the Creating the
Master groups section. In our example, we select SharepointAD.
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3. Click the Authentication tab.
The Active Directory Authentication tab opens.

4. Inthe Configure Active Directory Settings section, configure the
appropriate settings for your Active Directory deployment. Typethe
fully qualified domain name in the Domain name box, and IP
addresses or DNS names for the K erberos (Domain Controller) and
WINS serversin their respective boxes.

5. Click the Save Settings button.

Users : Groups : Master Groups Realm: ml Help Ask 5 Logout [

Master Group: |Sharepnint.ﬁ.D ;I Back to group list ==

General Authentication Resource Groups

| Active Directory Authentication

Convert authentication method ==

Configure Active Directory Settings

Corain name: FPOINT.COMPAN\".COM
Kerberos server name (optional); Isharepoint.company.con
WINS server IP address (optional}; |1I3.1III.1EID.21IJ
Require user lagan in form DOMAIMYUSErmame: -

User roust belong to Darain group (opticnaly: |

Select Domain group =

Domain admin name: |administrat0r

Domain admin passwaord: |oo-o-

Save Sethings I Test 3aved Settings |

Figure 1.5 Active Directory Authentication settings

6. Click Select Domain Group.
The Active Directory Authentication screen opens.
I mportant: Be sure you have entered the Domain admin name and
password and saved the settings before clicking Select Domain
Group.

7. Fromthelist, select the Active Directory Domain group the user
must belong to in order to authenticate, and click the Select Group
button (see Figure 1.6).

8. Click the Save Settings button again. Y ou can also click the Test
Saved Settings button to test the configuration.
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9. Repeat this procedure to create a Master group for the Partners. In
our example, we name the group SharepointADPartners. Be sure
to select the appropriate Active Directory Domain group in step 13.

Genetal Authentication EesOUrCe Groups Signup Templates User Experience

Active Directory Authentication

Convert authentication method ==

Please select the Domain group that the user must belong to in order to authenticate,
Selecting an empty value means that the user may belong to any Domain group.

User must belong to Domain group: | |

Enterprise Admins
Salack Group Policy Creator Owiners
Guests

HelpServicesiaroup

II5_WPG

Incoming Farest Trusk Builders |-
Metwork Configuration Operators
Partrers

Performance Log Users

Performance Monitor Users il

Figure 1.6 Selecting the Active Directory Domain Group

Limiting access for the Partner group

The FirePass controller allows you to limit access for specific groupson a
very granular level. In this scenario, we limit access for the Partner group to
only the Favorite we configured earlier, as well as restricting the areas of
SharePoint they can access by URL.

To limit access for the Partner group
1. From the navigation pane, click Portal Access.
2. Under Web Applications, click Master Group Settings.

3. FromtheMaster Group list at the top of the page, select the Master
Group you created in the Creating the Master groups section. In our
example, we select SharepointADPartners.

The configuration settings for the Master group open.

4. Inthe Access limitation section, make sure thereis a check in the
Limit Web Applications Accessto Intranet Favoritesonly,...
box.

5. Inthe Accessibility Scope, click acheck inthe Restrict resour ces
accessible via Web Applications box.
Allow and Deny text boxes display.
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6. Configure URL pattern matchesto allow and deny based on your
deployment. In our example, we type the following (separated by
commas) in the Allow box to restrict the Partner group to these
areas of our SharePoint deployment:

*/_vti*bin/*,*/sites/partners/*,*/_layouts/*,*/MySite/*

We leave the Deny box blank, which allows accessto all URL s that
pass the allow test (see Figure 1.7).

For more information on configuring the Accessibility Scope, see
the online help.

7. Click the Update button.

Accessibility Scope
Restrict resources accessible via Wweb Applications

Enter a comma-separated list of patterns to specify URL matches for allowed
sccess (supporting * and ? wildcards), An ernpty list rieans access iz allowed
to all URLs,

Allow:

# wti*bin/*, */sites/partners/*, ¥/ layouts/*, */My3 it.;l
efw

[ -
Entzr a commrma-separated list of patterns to specify URL raatches for denied
access (supporting * and ? wildcards), First check is for the allowed pattern,
then a URL is tested against the Deny list, An empty Dany list means access
iz allowed to all URLs that passed the Allow test,

Deny:

=

[ -
Update |

Exarnple: http: /¥ mycormpany, corn/*

Figure 1.7 Restricting accessto the SharePoint depl oyment

Configuring auto-logon

The FirePass device allows auto-logon (single sign-on) to sites supporting
basic or NTLM authentication with user's FirePass credentials. In our
scenario, we configure this option to allow single sign-on (SSO).
To configure SSO/NTLM for auto-login

1. From the navigation pane, click Portal Access.

2. Under Web Applications, click Master Group Settings.
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3. Fromthe Master Group list at the top of the page, select the Master
Group you created in the Creating the Master groups section. In our
example, we select SharepointAD.

The configuration settings for the Master group open.

4. Inthe NTLM and Basic Auth Proxy section, click a check in the
Auto-login to Basicand NTLM auth protected sitesusing
FirePass user credentials box.

The NTLM and Basic Auth domain boxes display.

5. Inthe NTLM Auth Domain (optional) box, you can type the
default Domain to be used in conjunction with the auto-login
support.

6. IntheBasic Auth Domain (optional) box, you can type the default
Domain to be used in conjunction with the auto-login support.
When specified, this value is prepended to the user namein the
during Basic authentication (for example MY DOMAIN\username).

7. Click the Update button.

Portal Access : Web Applications : Master Group Settings

Master Group: |SharepointF\D ;I

| Access limitation

Lirnit Wweb Applications Access to Intranet Favorites only, with no direct
addressing (for Extranets, partner and customer access, eto.)

| Password Security |

[ Enforce password entry from virtual keyboard

| MTLM and Basic Auth Proxy |

Proxy Basic and MTLM auth using FirePass user login form.
Preference: |MTLM Authentication = |

Auto-login to Basic and MTLM auth protected sites using FirePass user
credentials,

MTLM Auth Domain (optional): ISHAREPOINT

Basic Auth Domain (optional): [SHAREPOINT Update |

Figure 1.8 Configuring NTLM Master Group Settings

8. Repeat this procedure for the other Master group. In our example,
we select Shar epointADPartnersfrom the Master Group list.
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Configuring Endpoint security

One of the new security featuresin the 5.4.2 release of the FirePass
controller isthe ability to set endpoint security on a extremely granular
level.

In the following procedures, we configure a pre-logon check for anti-virus
software on Windows machines. The FirePass controller uses this
information to deny SharePoint access for members of the Partner Resource
group if they do not have the appropriate software. In this configuration
example, the FirePass device also denies access to any client that is
determined to have avirus.

For more information on endpoint security, see the online help.

Creating a pre-logon sequence

The pre-logon sequence allows administrators to create one or more
sequences of inspections for items such asinstalled antivirus programs or
OS patch levels.

To configure a pre-logon sequence

1. From the navigation pane, click Users, expand Endpoint Security,
and click Pre-L ogon Sequence.

2. Inthe New Seguence section at the bottom of the page, type a name
for the sequence in the Create New Sequence box. In our example,
we type sharepointBasic.

3. Fromthe Based on list, select template: Collect information with
no pre-logon actions.

4. Click the Create button.
The new sequence appearsin the Select Sequence to Use table.

5. Intherow of the sequence you just created, click the Edit button.

I mportant - Do not click the radio button next to the sequence yet. If
you click the radio button, the Edit link will be replaced with the
View link, and you are not able to edit the sequence.

The Pre-Logon Sequence Editor opens.

6. Movethe curser between Sequence Start and L ogon Allowed
Page. An add [+] link appears on the arrow (see the circle marked 1
in Figure 1.9). Click Add.

The Change Sequence panel appears on theright.

7. Click the Check for Antivirusesoption button, and click the Apply
Changes button.
The Edit Action panel opens.

Note: The Check for Antivirusesisan optional feature on the
FirePass controller. If your device does not have thislicense, you
will not see this option.
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10.
11.

12.

13.
14.

15.

5 Pre-Logon Sequence Editor

Sequence

sharepointBasic

o i .

Subsequences [Coen subsguences sansgsmant]

Under Inspectors, click Windows Antivirus Checker.
The Endpoint Inspector Details page opensin anew window.

Configure these options as applicable for your deployment. For
more information, click Help.

Click the Update button.

In the Sequence pane, find AV installed, and click the associated
Logon Denied Page link (see the circle marked 2 in Figure 1.9).
The End Page Properties pane appears on the right.

From the Type box, select L ogon Allowed Page. This allows a user
to logon if they have an antivirus checker installed. Y ou can
optionally type a message for failed logons.

Repeat steps 11 and 12 for the Fallback option.

Optional: You can click the Logon Allowed Page or Logon Denied
Page links for the other options to produce a custom message when
auser is denied access. Y ou can aso change the actions taken asa
result of the virus checker’ s findings. For example, you might still
want to allow auser to login if there is virus checking software
installed, but not currently running.

In our example, we click L ogon Denied Page next to Virus
Detected, and type a message informing the user thereisavirus on
their computer.

When you are finished, click Back to Console in the upper right
corner of the screen (see the circle marked 3 in the following
figure).

Y ou return to the Pre-L.ogon Sequence main page.

Help @ Ask . Back to console B 3
EDIT ACTION
Action details
Mame Description
A instaled AP
- Loon (eriag Pans FE”“ [T
e —m—m
2
i Logon [eriad Paoe Update detals
Inspectors
Fadibar P
coneried o MName Description
Windows arkvirs  Enforons anthvings protection and ek 3 )
shecker endocint on vinyges

Figure 1.9 The Pre-Logon Sequence Editor

16.

17.

From the Select Sequence to Use section, click the option button
next to the sequence you just created. In our example, we click
sharepointBasic.

Click the Apply button.
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Protected Configurations

Protected Configurations allow administrators to specify the criteria the
endpoint systems must meet to enable access to the various resources. In
this procedure, we create a protected configuration for the partner group in
order make additional security requirements for that group.

To configure Protected Configurations

1. From the navigation pane, click Users, expand Endpoint Security,
and click Protected Configurations.

2. Click New Protection Configuration.

3. Inthe Protected configuration 1D box, type a name for this
configuration. In our example, we type Partner_config. You can
optionally type a description.

4. Leavethe Modelist at the default setting, Check endpoint
protection, grant access if check passed (see Figure 1.10).

Protected Endpoint Configuration

Protected configuration ID: |F‘artner_config

This is the protected ;I
Description: configuration for the partner

group j
Mode: |Check endpoint protection, grant access if check passed ;I
Exceptions: MNo exceptions  Aadd/Remove exceptions

Cancel I Savel

Figure 1.10 The General tab of the Protected Endpoint Configuration screen

5. Click the Protected Criteriatab.
6. Onthe menu bar, click I nformation L eaks.

7. From the Required safety measures or checkslist, select Cache
Cleaner and click the Add button. Thiswill remove content from
the cache when a user logs off.

FirePass® Deployment Guide 1-14



Protected Endpoint Configuration

ion Criteria

Unauthorized Access | ¥ Information Leaks | Loggers ‘ Virus Attack

Required safety measures or checks:

Cache Cleaner

» Add more...

Select the risk factors against which you want to
and configure the safety features you want for e

Risk factors: Information Leaks
Safety measures or checks to protect against inf

Trusted network - Specifies that logon is restr
from the networls specified in properties.
Protected Workspace - Requires a user work:
external access and deletes anvy files created be
area.

Trusted Windows version - Restricts access t
Wrindows versions or hot-fixes, as specified in pr
Cache Cleaner - Removes content from the ca
Trusted browser - Reguires use of a browser ¢

Far properties, click the I icon next to a chosen :

Cancel I Savel

Figure 1.11 The Protection Criteria tab of the Protected Endpoint Configuration screen

I mportant: The Cache Cleaner featureiscurrently Windows only. It
does not work with Apple Macintosh or Linux systems.

8. Onthe menu bar, click Virus Attack
9. Fromthelist, select Antivirusand click the Add button.

10. Click thel icon next to Antivirusto configure the antivirus
properties (see Figure 1.12). The Select trusted anti-viruses screen
opens. Configure these properties as applicable for your
configuration, and click the Save button.

Y ou return to the Protection Criteria tab of the Protected Endpoint
Configuration page.

11. Click the Save button.
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Protected Endpoint Configuration

General | Protection Criteria

Unauthorized F\ccess‘ ¥ Information Leaks ‘ Loggers | ¥ ¥Yirus Attack

Required safety measures or checks: Select the risk factors against which you want to
and configure the safety features you want for ez

Antrvirus Risk factors: Wirus Attack

e P T Safety measures or checks to protect against wir

Antivirus - Requires the presence of specific ant
specified in properties.

" o

Figure 1.12 The Edit button for Antivirus properties

Protecting the Resources

The next step is to associate the protected configuration you just created
with aresource.

To protect the resources

1. From the navigation pane, click Users, expand Endpoint Security,
and click Protect Resour ces.

2. From the Resource Table, expand Web Applications.

3. Find the Partnersresource group (in our example, Partners SP),
and click the Select link next to the Favorite you configured.

4. From the Configuration to protect selected resourceslist, select
the name of the configuration you created in the preceding
procedure. In our example, we select Partner_config.

5. Click the box next to the Favorite name, and click the Select button.
A shield image appearsin the row.

Users : Endpoint Security : Protect Resources Realm: m Help ask 5 Logout [E)

Protect Resources |

Back:»
Configuration to protect selected resources |Partner_u:u:unFig ;I Select I
¥ Resource Required protection
W @) SharePaint - Partner Access Q Partner_config

Figure 1.13 Adding the Protected Configuration to the Resource
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Configuring post-logon actions

Conclusion

Thefina step isto configure a post-logon action in which the FirePass
deviceinjectsan Active X control or plug-in to clean the client browser’s
web cache.

To configure the post-logon action

1. From the navigation pane, click Users, expand Endpoint Security,
and click Post-L ogon Actions.

2. Click acheck inthe Inject ActiveX/Plugin to clean-up client
browser web cache box. A list of options displays.

3. Configure these options as applicable for your deployment. In our
example, we leave these options at their default settings.

The FirePass controller is now configured to alow secure remote access to
the SharePoint deployment. Remember that the proceduresin this
Deployment Guide are specific to the scenario described in Configuration
scenario, on page 1-2. Use this guide as a template, and modify the
configuration as applicable to your deployment.
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